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1./| Policy Statement

1.1 The Trust is committed to complying with the principals of the Regulation (EU) 2016/679 (General Data
Protection Regulation) and the UK Data Protection Act 2018 when it comes into force.

1.2 Everyone has rights with regard to the way in which their personal data is handled. During the course of
our activities as a Trust we will collect, store and process personal data about our pupils, staff, parents
and others. This makes us a data controller in relation to that personal data.

1.3 We are committed to the protection of all personal data and special category personal data for which
we are the data controller.

1.4 This policy seeks to assist the Trust in protecting itself from data protection risks including:

Breaches of confidentiality. For instance, information being disclosed inappropriately.

Failure to recognise the rights of the individual. For instance, failing to respond to subject
access requests.

Reputational damage. For instance, individuals could suffer if outside actors gained
unauthorised access to personal data.

Financial penalty. For instance, the Trust could be fined substantially as a result of enforcement
action by the Information Commissioners Office (ICO).

1.5 The Trust and its academies will adhere to the following data protection principles and ensure that all
personal data is:

Processed lawfully, fairly and in a transparent matter in relation to the data subject (‘lawfulness,
fairness and transparency’).

Collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes (‘purpose limitation’).

Adequate, relevant and limited to what is necessary in relation to the purposes they are
processed (‘data minimisation’).

Accurate and where necessary, kept up to date (‘accuracy’).

Kept in a form that permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed (‘storage limitation’).

Processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage using appropriate technical or organizational measures (‘integrity and
confidentiality’).

1.6 The Trust will also ensure that Personal Data is:
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e Processed in line with data subjects’ rights;

e Not transferred to people or organisations situated in other countries without adequate
protection.

1.7 This policy does not form part of any employee’s contract of employment and may be amended at any
time.

2.| Who does this policy apply to?

2.1 This policy applies to all staff and volunteers. The Trust requires each member of staff and volunteer to
exercise their individual responsibility under data protection law, to ensure their acts or omissions do
not affect themselves or others, and to co-operate fully with the Trust and its management in the
protection of personal data.

3./| Who is responsible for carrying out this policy?

3.1 Everyone who works or volunteers for Brooke Weston Trust has some responsibility for ensuring that
data is collected, stored and handled appropriately. Each team that handles personal data must ensure
that it is handled and processed in line with this policy and the data protection principles.

3.2 The following people have key areas of responsibility:

The Board of Directors is ultimately responsible for ensuring that Brooke Weston Trust meets its legal
obligations.

The Data Protection Officer, James England (Data Protection Education) is responsible for:

e Keeping the Board updated about data protection responsibilities, risks and issues.

e Reviewing this policy, all data protection procedures and other related policies, in line with an
agreed schedule.

e Handling data protection questions from staff.

e Dealing with requests from individuals for access to the information Brooke Weston Trust holds
about them (Subject Access Requests).

e Checking and approving any contracts or agreements with third parties that may process the
Trust’s personal data.

The IT Director, Matt Robbins is responsible for:

e Ensuring that all systems, services and equipment used to store personal data meet appropriate
security standards.

e Performing regular checks to ensure that security hardware and software is functioning correctly

o Performing regular checks to ensure that backup software is functioning correctly, backup media
are in good condition and data can be recovered.

e Evaluating any products or services that the trust is considering using to store or process
personal data e.g. Cloud services.

e Arranging data protection training and for all staff under advice from the Data Protection
Officer.

The Trust Communications Officer, Caroline Freeman is responsible for:
e Ensuring that Trust websites, publications and social media posts comply with the data
protection principles.
e Advising on the format and content of public breach notifications should the need arise.

3.3 The implementation of this policy will be monitored by the Senior Leadership Team and the governors of
the Academy and will remain under constant review by Brooke Weston Trust.
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4./ What are the principles behind this policy?

4.1 To fulfil its responsibilities Brooke Weston Trust needs to gather and use certain information about
individuals. These can include students, parents/carers, staff, volunteers, suppliers, business contacts
and other people the Trust has a relationship with or may need to contact. This policy describes how this
personal data is to be collected, stored and otherwise processed to meet the Trust’s data protection
standards and to comply with the law.

4.2 Definitions

4.2.1

4.2.2

4.23

4.2.4

4.2.5

4.2.6

4.2.7

4.2.8

4.2.9

Personal Data

Personal data means any information relating to an identified or identifiable natural person (a
data subject); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.

Special Category Personal Data

Special Category personal data is information revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade-union membership, physical or mental health or
condition or sexual life, genetic data and biometric data (for the purpose of uniquely identifying
a natural person).

Data Subject
The data subject is a natural person identified or identifiable by personal data about whom we
hold any personal data.

Processing

Processing means any operation or set of operations which is performed on personal data,
whether or not by automated means, such as collection, recording, organisation, structuring,
storage, adaption, alteration, retrieval, consultation, use, disclosure, combination, restriction,
erasure or destruction. Processing also includes transferring personal data to third parties.

Data Controller

The data controller is the natural or legal person, public authority, agency or other body or
organisation which, alone or jointly with others determines the purposes and means of the
processing of personal data.

Data Processor

The data processor is a natural or legal person, public authority, agency or other body or
organisation that processes personal data on behalf of us as the data controller and on our
instructions.

Data Protection Officer
The individual identified as having responsibility for the organisation’s compliance with data
protection law.

Data Protection Authority
This is the Information Commissioner as the body officially appointed by the UK to be
responsible for monitoring and enforcement of the General Data Protection Regulation.

Subject Access Request
Any request made in writing by a Data Subject to have access to or be informed of the nature of
personal data that the Trust holds about them.
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4.2.10 Breach
A personal data breach is a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to personal data.

5./| Procedures

Lawful Basis for the Processing of Personal Data

5.1 For personal data to be processed lawfully, it must be processed on the basis of one of the legal grounds
set out in the Data Protection Legislation. We will normally process personal data under the following
legal grounds:

e where the processing is necessary for the performance of a contract between us and the data
subject, such as an employment contract;

e where the processing is necessary to comply with a legal obligation that we are subject to such
as:

e The Education Act 1996

e The Education (Pupil Information)(England) Regulations 2005

e The Special Educational Needs and Disability Act 2001

e The Special Educational Needs (Information) Act 2008

e The Children Act 2000

e Employment Rights Act 1996

e The Equality Act 2010

e Safeguarding Vulnerable Groups Act 2006

e where the law otherwise allows us to process the personal data or we are carrying out
a task in the public interest; and

e where none of the above apply then we will seek the consent of the data subject to
the processing of their personal data.

e When special category personal data is being processed then an additional legal ground must
apply to that processing. We will normally only process special category personal data under
following legal grounds:

e where the processing is necessary for employment law purposes, for example in
relation to sickness absence;

e where the processing is necessary for reasons of substantial public interest, for
example for the purposes of equality of opportunity and treatment;

e where the processing is necessary for health or social care purposes, for example in
relation to pupils with medical conditions or disabilities; and

e where none of the above apply then we will seek the consent of the data subject to
the processing of their special category personal data.

5.2 Full details of the categories of data subjects, the categories of personal data and the organisational and
managerial measures used to secure this data are provided in the Trust’s Processing Statement.

5.3 There may be circumstances where it is considered necessary to process personal data or special
category personal data in order to protect the vital interests of a data subject. This might include
medical emergencies where the data subject is not in a position to give consent to the processing. We
believe that this will only occur in very specific and limited circumstances. In such circumstances we
would usually seek to consult with the DPO in advance, although there may be emergency situations
where this does not occur.

Data Protection Officer
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5.4 The DPO is responsible for ensuring compliance with the Data Protection Legislation and with this policy.
Any questions about the operation of this policy or any concerns that the policy has not been followed
should be referred in the first instance to the DPO.

5.5 The DPO is also the central point of contact for all data subjects and others in relation to matters of data
protection.

5.6 As allowed for by law Brooke Weston Trust employs a third-party service provider to act in this role. The
current provider is:

Data Protection Education
1 Saltmore Farm

New Inn Road

Hinxworth

Baldock

SG7 5EZ

Named Contact: James England
Telephone: 07803 900729
Email: dpo@dataprotection.education

Notification

5.7 As a public body the Trust is required to provide information to the Information Commissioner for
inclusion onto the national data protection register. This notification contains the name of the data
controller (the Trust), it’s registered address, the name and contact details of the data protection officer
and sets out the categories of personal data that we process, with whom we share the data and the
reason for sharing.

5.8 The Trust is committed to transparency in its use of personal data. Appropriate privacy notices are
provided to parents/carers when students join one of our schools and to staff when they are first
employed. These notices set out:

e  The Trust’s legal basis for processing personal data, the types of data processed, the third
parties that we share data with and the reason for sharing the data.

e  The rights of the individual to access their personal data and how to make a subject access
request.

e  How to contact the Information Commissioner’s Office if they have a complaint.

5.9 Privacy notices are also accessible in the public areas of all Trust schools. They will also be included on
the Trust website and individual school websites.

Consent

5.10 Some data that the Trust collects is subject to active consent by the data subject. This consent can be
revoked at any time. Brooke Weston Trust is committed to actively manage consent as set out in our
consent procedure BWT-DPP02.

Management of Personal Data

5.11 The Trust will carry out an information audit for each of its schools. This audit will assess and record all
sources from which it draws personal data and what information flows occur from this point, for
instance, which systems and processes receive the data, how the data is stored and how (or if) it is
shared or disclosed with third parties. All information sources will be recorded in a data register. The
process for completing an information audit is described in the information audit procedure BWT-
DPPO7.
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5.12

5.13

5.14

5.15

5.16

The information audit will be revisited whenever a new system or process that affects personal data is
introduced.

The Trust will ensure transparency and accountability in the way it collects personal data. All data
subjects (usually staff or students/carers) will be provided with a privacy notice at the point in time their
personal data is first collected as detailed in the records management and data collection procedure
BWT-DPPO4.

To comply with data protection law all records containing personal data must have a defined lifecycle.
During this period, there is an obligation to maintain the record and its accuracy. Document disposal
dates are determined by the nature of the personal data, the Trust’s other legal obligations and whether
the processing purpose is still valid.

The Trust has adopted the Information and Records Management Society’s documentation (Information
Management Toolkit for Schools) as its standard for maintenance of paper and electronic school
records. Retention periods and disposal methods indicated in the toolkit will be adopted. Any changes or
deviations shall be documented including their rationale and this policy amended at its next review.

Paper and electronic records will be secured across all Trust schools and in a manner appropriate to
their content as detailed in the data security procedure BWT-DPPO5.

Sharing Personal Data

5.17

5.18

The Trust is committed to the strictest possible controls on the sharing of personal data with third
parties. All such arrangements must be approved by the Trust data protection officer and will be based
on a clearly identified need that falls within the bounds of our processing statement. Shared data will be
restricted to the minimum amount necessary to adequately meet the identified need and will only be
transferred by a verified, secure method in accordance with the data sharing procedure BWT-DPP08. No
personal data will be shared informally.

The Trust will only elect to use third parties for processing personal data if they agree to comply with our
procedures and policies in relation to data security, or if they put in place adequate measures
themselves to the satisfaction of the Trust. The Trust will always undertake due diligence of any data
processor before transferring the personal data of data subjects to them. Where necessary a privacy
impact assessment will be carried out Processors will need to demonstrate certification against relevant
security standards and for Cloud services will need to provide at least self-certification against the UK
Government Security Essentials specification. The process for setting up third party processing is
detailed in the data sharing procedure BWT-DPPOS.

Security

5.19

5.20

Access to personal data will be closely restricted to those staff who need it to carry out their job/role
and tightly controlled so that they only have access to the required level of data for that role (need to
know). Access levels and categories will be agreed between school principals and the data protection
officer. Full information on the setting of access rights is contained in the data security procedure BWT-
DPPOS5.

Trust computer systems will be secured in a manner appropriate to the nature of the personal data
processed:

e All computer systems, on and off premises will be secured for each user by means of a complex
password with an enforced regular change.

e Mobile devices will be secured against loss or theft by means of passwords/PIN codes and
encryption or remote management tools capable of erasing data from the device.

e For certain key systems and key user roles such as administrators, two means of authentication
will be used wherever possible.
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5.21

5.22

5.23

"

e School network infrastructures (including broadband connectivity) will be secured from
intrusion by means of appropriate firewall systems or services.

e All electronic data on school sites (including personal data) will be backed up to a standard
schedule and copies of backup media will be stored offsite in the Trust’s backup repository.
Where possible copies of data will also be stored on suitably secure Cloud storage that is hosted
on server equipment verified as being located either in the UK or the European Union.

e Qutdated and unsupported software is a potential avenue for outside threat actors to obtain
access to data. To address this all Trust schools will maintain operating system and application
software at the highest version level possible. Updates will be implemented in a timely manner.
The capability to run up-to-date software will be a key factor in the assessment of the condition
and replenishment of computer hardware.

e The Trust will operate and maintain appropriate antivirus and anti-malware software.

e All security, access and event logs will be regularly monitored by IT support staff to identify
potential threat activity.

e All redundant IT equipment will have its drives/memory chips removed and destroyed before
disposal, in accordance with the Information Commissioner’s Office guidance on the disposal of
IT assets

Paper documents containing special category personal data such as workforce employment records,
student educational records and SEN information will be stored in locked filing cabinets in physically
secured areas. Access to these areas will be restricted to the relevant job roles.

All personal data that is no longer required to be processed will be either anonymised (if required for
statistical purposes) or securely disposed of.

The Trust data security procedure BWT-DPPO5 contains full details of the measures used to secure
personal data including security for paper and electronic records and procedures for the workforce
when working away from Trust premises. Security of paper-based information is further enhanced by
the Trust clear desk procedure BWT-DPPQ9.

Privacy by Design and Default

5.24

Where the Trust or one of its schools is planning the procurement of a new system or implementation of
a new process that will involve processing personal data and where this processing presents a significant
risk to the rights of data subjects, it will first carry out a Privacy Impact Assessment as detailed in the
privacy impact assessment procedure BWT-DPP03. The procurement or implementation of a new
process will only continue if the assessment indicates that privacy risks have been adequately
addressed.

The Rights of Data Subjects

5.25

The Trust respects the rights of data subjects and will process all personal data in line with Data
Protection legislation and data subjects’ rights, in particular their right to:

e to know the nature of the personal data processed about them and access to their personal
data;

e have inaccurate or incomplete personal data about them amended,

e have personal date about them erased (in certain circumstances such as once processing is no
longer necessary for the purposes the data was collected)

e have their personal data passed to other organisations on their behalf in a portable format

e object to the processing of their personal data, including the right to object o direct marketing

e object to the making of decisions about them by automated processing and to have any
automated decision reconsidered by a human.
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5.26 The subject access procedure BWT-DPPO6 details all the necessary actions to be taken by the Trust in

response to each of these rights.

Training

5.27 All Trust staff will receive either training or guidance to a minimum standard of understanding in data

5.28

5.29

protection law appropriate to their role. This training will be delivered by means of an online training
package which will include an assessment that they must pass (the training package will require users to
repeat the course until they pass the assessment). This training and the assessment will be repeated
annually and may be supplemented by additional training on the content of this policy and the
associated procedures.

Additional face-to-face training will be provided to tackle specific matters relating to particular job roles
and issues arising from subject access requests.

New staff will receive data protection training during their induction period rather than wait until the
annual training occurs.

Enforcement

5.30 The Trust takes compliance with this policy very seriously as failure to comply puts staff, the

organization and potentially students at risk. The importance of this policy means that a failure to
comply with any requirement including associated procedures may lead to disciplinary action and may
result in dismissal.

Data Protection Procedures

5.31 The following procedures give detailed guidance in the areas described in this policy.

e Brooke Weston Trust Breach Procedure (BWT-DPP01)

e Brooke Weston Trust Consent Management Procedure (BWT-DPP02)

e Brooke Weston Trust Data Protection Impact Assessment Procedure (BWT-DPP03)

e Brooke Weston Trust Data Collection and Records Management Procedure (BWT-DPP04)
e Brooke Weston Trust Data Security Procedure (BWT-DPPQ5)

e Brooke Weston Trust Subject Access Procedure (BWT-DPPQO6)

e Brooke Weston Trust Information Audit Procedure (BWT-DPPQ7)

e Brooke Weston Trust Data Sharing Procedure (BWT-DPP08)

e Brooke Weston Trust Clear Desk Procedure (BWT-DPPQ9)

6.| Policy Review

6.1 This policy will be reviewed on an annual basis or in response to changes in data protection legislation.
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Brooke Weston Trust Data Protection Breach Procedure (BWT-DPPO1)

Overview
This document explains the procedure that must be followed in the event of a data protection

breach.

A data protection breach has occurred if any of the following is true:

Scope

Personal information has been lost or misplaced.

Personal information in either electronic or paper form has been shared with an
unauthorised third party accidentally or maliciously. This could be by email, telephone, post,
file transfer or just handed out.

There has been unauthorised access to personal information in either electronic or paper
form. This could be by hacking/phishing activity, physical break-in or by the malicious activity
of an insider to the organisation.

The password of any account that can access a computer system holding personal data, has
been disclosed. This can be accidentally or maliciously.

A Trust-issued mobile device (mobile phone, tablet or laptop) has been lost or misplaced,
even if the device is encrypted or PIN protected.

An error in personal information held about a student, parent or staff member has had some
form of impact on that person e.g. incorrect attendance data for a student has led to a fine
being imposed on their parents.

A system or service is unavailable and this has had an impact on one or more individuals
whose personal data we hold e.g. The safeguarding system is unavailable meaning an
incident affecting as student is not recorded and relevant safeguarding staff are not alerted.

This procedure applies to all personal data processed by the Trust whether held electronically or on

paper.

Responsibilities
Trust Data Protection Officer (DPO)

Assembly of the Data Protection Board
Coordination of all remedial activity
Reporting to the Information Commissioner’s Office

School Principal

Alerting the DPO of a data breach as soon as it is identified
Reporting to the affected data subjects

Management of school staff engaged in remedial activity
Designation of the role of Senior Administrator

Brooke Weston Trust
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School Network Manager
e Coordination of any investigative, remedial or supporting activity relating to IT systems

School Senior Administrator
e Coordination of any investigative, remedial or supporting activity relating to paper-based
systems

School Media Officer
e Coordination and editing of responses or statements to the media.

All Trust Staff
e Reporting any suspected data breach to the school Principal

Substitutes

Executive Principal (for School Principal)

Trust IT Director (for School Network Manager)

Trust Finance Officer or Trust Operations Manager (for School Senior Administrator)
Trust Media Officer (for School Media Officer)

Method

1. Log - The Trust Data Protection Officer opens a breach log including the details known, the
person or entity reporting the breach, the date and the time. This date and time signify the
start of a 72-hour clock within which the Information Commissioner’s Office must be
informed if a breach has occurred.

2. Assemble - The DPO assembles the Data Protection Board from the staff in the
responsibilities section above, or their substitutes.

3. Verify - The details of the breach log are examined by the Board to confirm:

a. That personal data has been disclosed, or

b. That there is doubt whether personal data has been disclosed, or

c. Itisclear that no personal data has been disclosed in which case “no breach” is
recorded in the log, the time and date are recorded and the log is closed.

4. Identify — The Board identifies who is affected, what type of data has been disclosed, how
much data if any, has been disclosed and the circumstances of the breach? The DPO enters
these into the log.

5. First Response — The School Network Manager and/or School Senior Administrator carry out
any immediate actions that will contain the breach or prevent further disclosure. The DPO
enters details of these actions into the log.

6. Inform — The School Senior Administrator contacts those data subjects who are affected.
The communication is made up of the following elements:

a. Anapology for the disclosure

b. Full information on what has been disclosed

c. Advice to the data subject as to how they can protect themselves from any
consequences of the disclosure e.g. identity theft

7. Notify — The DPO informs the Information Commissioner’s Office of the breach as soon as
possible after the data subjects have been informed and in any case within 72 hours of the
time and date entered into the log in Step 1.

8. Further Action — The Board carry out any further actions required to recover or dispose of
the disclosed data/contain the breach, or as directed by the assigned ICO case officer.
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9. Update Data Subjects — The Senior Administrator updates data subjects on the status of the
breach — repeated regularly until the breach is closed.

10. Update ICO — The DPO updates the ICO on the status of the breach — repeated regularly
until the breach is closed.

11. Lessons — Once the breach is closed the Board finalise the cause of the breach and identify
preventative measures. If necessary the DPO arranges further/enhanced training for staff.
The DPO records these actions in the log.

12. Close — The Board formally close the breach log.

13. Report — The DPO submits a report at the next available Operations Group meeting and
submits the breach log to form part of the minutes of that meeting.

Review
This procedure will be reviewed and if necessary amended after any data protection breach, or at
least annually, or as soon as possible thereafter, if there have been no breaches.
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Brooke Weston Trust Consent Management Procedure (BWT-DPP02)

Overview

Trust schools seek consent (particularly from parents/carers) for a variety of reasons including
school trips, use of student photographs etc. In most cases this consent will involve the processing of
personal data (e.g. storage, sharing, transfer, printing). Where this is the case, the consent must be
managed in compliance with data protection law.

This document explains the procedure that must be followed for the collection and management of
consent from data subjects (students, parents and staff).

To comply with the high standard set by the data protection legislation we must ensure that:

e The consent is specific — the person giving consent is clear what they are being asked to
consent to, why they are being asked and what we will do with any data related to the
consent.

o We ask people to positively opt in, and without evidence of that opt-in we assume that we
do not have consent.

e We make clear that they can withdraw their consent.
e We ensure that individuals can withdraw consent without detriment.

e We avoid making consent a pre-condition of a service we provide.

Scope
This procedure applies to all requests for consent that the Trust makes to students, parents or
workforce.

Responsibilities

Trust Data Protection Officer
e Audit compliance with the consent procedure
e Audit maintenance of all consents
e Review of this procedure

School Principal
e Implementation of this procedure in the school

School Head of Administration/Data Manager

e Manage the collection of consents
e Manage consent withdrawals

Method
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Consent Requests

As potentially every request for consent will be for a different circumstance it is not possible to be
completely prescriptive in terms of method however where the request will involve the processing
of personal information the request for consent must include the following:

1. Full details as to what the recipient is giving their consent for.

2. If we are sharing any personal information with a third party as a result of the consent it
must detail;
e exactly what information is being shared,
e who the third party is that we are sharing the information with,
e why the data is being shared
e and what will happen to that information once the third party no longer needs to
have it.

3. A means for the recipient to make a positive action to indicate consent e.g. a check box
followed by a signature space (not a check box alone). (Ringing “Yes” or “No” is acceptable).

4. If the consent is not for a trip or single event i.e. the consent is for a series of events or for a
continuous purpose like photographic use, it must include a statement that the consent can
be withdrawn and instructions on how to do that.

Multiple Requests

If we are making multiple requests at the same time then each request must be clearly separated
from the others with its own signature space that is clearly identified as related to that particular
request.

Note:
In any circumstance where consent has been requested but we have not received a response we
must assume that we do not have consent and act accordingly.

Data Management

The data protection legislation requires consent to be “actively managed” so having requested
consent we need to be able at any point in time, to be absolutely sure that we still have the
authority conveyed to us by that consent.

Local Management

To be sure we are still acting with consent it is critical to maintain accurate records and preserve
evidence such as signed paper documents or electronic records where electronic forms have been
used to gather consent e.g. sent via parental engagement app.

1. Where possible all consents should be recorded on the school Management Information
System (MIS) to maintain it as the overall source for staff and student information.

2. Signed consent forms must be stored in the student or staff members paper record or if
possible scanned and stored on the student or staff members record in the school MIS.
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Management of Third Parties

Where personal information is shared with a third party (e.g. school trips) the Trust is still
responsible for that personal data and its confidentiality. In order to maintain control of the data we
must:

1. When making any booking, detail what personal data will be shared with the third-party
organisation and why and obtain from them a written undertaking that they will securely
dispose of the personal data shared with them once the purpose of the disclosure has
expired i.e. the event or trip is over.

2. Follow up with the third party and obtain written confirmation that they have disposed of
the data.

Managing Consent Withdrawal

We are required by law to inform those whose consent we have requested that they can withdraw it
and we must provide a process that makes it “as easy to withdraw consent as it was to give it in the
first place”.

The authority conveyed upon us by consent holds only until that consent is withdrawn so we must
maintain an up-to-date and timely record of any withdrawals. To assist with this all Trust schools
should maintain a “consent@” email address accessible by appropriate staff.

1. Request forms for purposes which are not “one-off” (e.g. photograph permission) must
include the following standard instructions on how to withdraw consent and include the
“consent@” email address and the individual school’s telephone number.

Standard Wording:

“The Trust understands that this is an active consent and you can withdraw your permission
at any time. To do this contact the school by email on consent@<school email domain> or
by phone on <school phone number> clearly stating which permission you are withdrawing.”

2. On receipt of a withdrawal the MIS must be updated to this effect and any paper consent
document marked as withdrawn, dated and signed by the staff member processing the
withdrawal.

Review
This procedure will be reviewed in circumstances where a data protection breach has occurred as a
direct result of a consent management issue, or annually (or as soon as practicable thereafter).

Appendix a. Example Request Wording

Example Request Wording
The request should match the following format:

1. Purpose — Why we are seeking permission? (Include as much detail as possible).

2. Scope — What are we sharing, where will it go, how long for? (Include as much detail as
possible).

3. Rights related information e.g. deletion, amendment if any.

4. Standard consent statement.
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For photographic and media permission:

“Student name:
Tutor Group (or Name of Primary School if joining in Year 7):
Date:

Dear <parent/carer name>,

<Insert school name> and the Brooke Weston Trust use photographs for identification, advertising and
marketing purposes, and to celebrate achievement, including sharing photographs with local newspapers and
putting them on social media (currently Facebook, Twitter and Instagram).

How we will use your child’s image
Photographs used for marketing and advertising purposes will include use for adverts in newspapers, use in
prospectuses and in newsletters and these may have a prolonged lifetime.

If a photograph is used to celebrate your child’s achievements this will appear as a news article on the school’s
website and will be kept as an archived news article on the website indefinitely. If this photograph is shared
with a local newspaper it could also be stored indefinitely by the newspaper in their archive.

Photographs used on social media could be stored indefinitely and could be redistributed outside of the
control of the person or organisation that uploaded them. It may not be possible to retrieve or delete images
posted on social media if your consent is withdrawn.

Less frequently video footage is used for promotional events such as open days/evenings, 6th Form open
events and staff recruitment purposes. These materials may be archived (for reference purposes) indefinitely
once the event is over.

You can request that archived photographs and articles be deleted at any time and we will be happy to oblige.
For publications with a longer lifetime where a photograph is included we will ensure that it is not re-printed
with that photograph if you request this.

<Insert school name> understands that this is an active consent and you can withdraw your permission at any
time. To do this contact the school by email on consent@<school email domain> clearly stating which
permission you are withdrawing or phone the school on <school phone number>.

Why are we asking for your consent again?

You may be aware that there are new data protection regulations coming in from the 25th May 2018. To
ensure we are meeting the new requirements, we need to re-seek your consent to take and use photographs
and video footage of your child. We really value using photos and video of students to be able to showcase
what they do in school and show what life in our schools is like to others so we would appreciate you taking
the time to give your consent again.

I am happy for photographs and video of my child to be taken and used for the purposes described above. [

I am NOT happy for the school to take and use photographs and video of my child. O

Parent or carer’s signature:

Date:”

For a school trip permission:
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“For your child to attend the <insert trip name/description> we are obliged, with your permission, to share
information about your child with <insert third party provider’s details>.

We will share <insert personal information e.g. name, DOB, allergies/medical conditions, emergency contact
details> with them for safety/safeguarding reasons. Arrangements have been made with the provider to
securely dispose of this information once the <trip/event> is over and their legal obligations have been

discharged. The provider will send us written confirmation that this has occurred.

| give my permission for <parent inserts name of child> to attend the <insert trip name/description>
on/between <insert date(s)>

Parent or carer’s signature:

Date:”
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Brooke Weston Trust Data Protection Impact Assessment Procedure
(BWT-DPPO3)

Overview

Any processing of personal data that represents a high risk either in terms of the amount of data
being processed or the sensitivity of that data (or both) must not be undertaken unless an
assessment of the risks to the rights of data subjects has been carried out first.

If any new processing or change to processing is to be accomplished by means of new technologies
then this necessitates a risk assessment regardless of the sensitivity or volume of personal data
involved.

This risk assessment is known as a Data Protection Impact Assessment (DPIA) and must be formally
recorded and stored as part of the Trust’s compliance documentation for data protection.

A form for completing a DPIA is attached as Appendix 1.

Scope
All processing activity that includes high volumes of personal data and/or special category personal
data and any processing activity that relies on an IT system, particularly those systems hosted in the
Cloud.

Definitions
Processing — any activity involving personal data including recording, storage, transfer and printing.

Personal Data — any information which alone or in conjunction with other information identifies a
living individual.

Special Category Personal Data — personal data relating to medical conditions, sexual orientation,
race or ethnic origin, trade union membership, religious beliefs, political opinions and biometric and

genetic data.

Data Controller (“Controller”) - the entity that decides on the nature of the data processing and the
data subjects whose personal data is to be processed.

Data Processor (“Processor”) - any entity that processes personal data on behalf of a data controller.
Responsibilities
Trust Data Protection Officer (DPO)
e Review and monitoring of this procedure
e Review and approval of all data protection risk assessments
Trust IT Director
e Conducting data protection impact assessments for Trust-wide IT-based systems

e Work with the DPO to review and monitor this procedure

School Network Manager
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e Conduct data protection impact assessments on school IT-based systems

School Senior Administrator
e Conduct data protection impact assessments on school paper-based systems

Method

The following general procedure must be followed to conduct an adequate data protection impact
assessment. Some sections of the assessment will require evidence to be collected to back up the
school/Trust’s compliance with legislation e.g. from a third-party data processor.

More complex systems or those where either significant quantities of personal data or special
category personal data is processed, will require more detailed evidence of assessment and
supporting evidence of any third-party compliance with the legislation.

The method below is designed to assist in filling in the Data Protection Impact Assessment form
attached as Appendix 1.

1. Description of Processing
The first part of the assessment must provide a systematic and detailed description of the
data processing.

a. The nature and scope of the processing must be recorded e.g. a paper system
encompassing all student data and data will be retained for a year (what, who and
how long).

b. The types of personal data being processed must be recorded in detail.

A functional description of the processing operation must be recorded.

d. All assets on which the personal data rely must be recorded e.g. hardware, software,
networks, people, paper and paper transmission channels.

e. Record should be made of any ICO codes of practice that are applicable and a
description of how the processing meets those codes e.g. ICO CCTV Code of Practice.

o

2. Necessity and Proportionality
The impact assessment needs to address the necessity of processing (if we don’t need to do
it, we shouldn’t) and if it is necessary, then we need to consider if it is proportionate in
terms of whether the data processed is sufficient and relevant to the purpose and also
limited to only that data required for the purpose (i.e. we are not processing data that we
don’t need to to meet the stated purpose). We must also have a schedule in place to
determine when the data is disposed of and state how we are going to comply with the
specific rights of data subjects.

a. The impact assessment must record the specified, explicit and legitimate purpose of
the data processing and must indicate that no expansion of the processing will take
place that goes beyond the legitimate purpose.

b. The assessment must address the lawfulness of the processing. The most likely
lawful purposes being:

i. The performance of a contract to which the school or Trust is subject e.g. if
the Trust were to set up a pupil referral unit operated under contract to a
local authority.

ii. Alegal obligation to which the school or Trust is subject e.g. our obligation
to provide an education to our students under the Education Act.
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iii. Our legitimate interests (school or Trust) e.g. providing cashless catering
services to students. (Processing that is of benefit to staff, students and/or
their parents/carers).

iv. The consent of the data subject(s). This is an absolute last resort. Consent
should only be used when there is no other basis on which to process with
the full understanding that the consent can be withdrawn at any time and
that we are responsible for providing the means for the data subject to
manage their consent.

The assessment must address whether the personal data being processed are
adequate, relevant and limited only to the stated processing purpose i.e. we are not
storing or using data as an additional benefit of having collected it when it does not
serve the original purpose.

The duration of data processing must also be addressed in the impact assessment.
As much detail as possible is required, so if the processing is storage for example, we
must detail how long we expect to store the personal data and on what basis we will
cease storage e.g. when a student leaves the school.

The assessment must include the measures we are taking to preserve the rights of
data subjects in answer to the following questions:

i. What information is provided to the data subject about the processing?
Here we would normally refer to the privacy notices posted on the Trust
website and indicate that data subjects are pointed to them. N.B. those
conducting the risk assessment must inform the Trust IT Director of the
new processing so that the relevant notice can be updated (subject to a
satisfactory risk assessment).

ii. What is our procedure that supports the data subject’s right of access? Here
we would normally refer to the Trust Subject Access Procedure (BWT-DPP06)
unless the system concerned provides a different means of dealing with data
subject access.

iii. What procedure do we have in place to address the data subject’s right of
rectification and erasure? Here we would normally refer to the Trust Data
Collection and Records Management Procedure (BWT-DPP04).

iv. How do we address the data subject’s right to object to processing of their
personal data? If our processing is based on our obligations under an act of
Parliament (e.g. The Education Act) then this will supersede the right of
objection. In this way a student cannot request that we stop maintaining
their record on our MIS system as we are obliged to in law in order to keep
account of their education, contact their parents and look after their vital
interests.

v. Where we are using a processor, how are we formalising that relationship?
Here we need to mention that we will have a contract in place with the
processor and this will include the details of the processing in terms of data
subjects, data types, the scope of processing, the fact that we are the
controller and they must act in accordance with our written instructions, that
they must not use a sub-processor (subcontract) without our express written
permission and that they have sufficient technical and organisational
measures in place to safeguard personal data.

vi. If we are making use of a processor, where geographically is our data held
and what guarantees are there that this situation will remain the same?
Here we need to establish that data will be held in EU or UK based
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datacentres, that this is guaranteed by the processor and that they will
contact us if they plan to change this?

3. Risks to rights and freedoms of data subjects
In this section of the assessment the risks to data subjects must be identified and quantified
in terms of likelihood of occurrence, severity and their impact on the data subject and their
rights.

a. The assessment must identify the threats relating to illegitimate access, undesired
modification and data loss and their sources.

b. Potential impacts to data subject’s rights and freedoms must be assessed and their
severity quantified.

c. Measures to eliminate or reduce the risks must be recorded with associated
evidence e.g. if a processor says they meet the ISO 27001 information security
standard, that should be recorded along with a copy of the compliance certificate.

d. Itis critical that we take nothing provided by a third party at face value. Any claims
or assertions relating to processing carried out on our behalf must backed by
evidence that fully supports the claim. If this cannot be provided then the
assessment must include measures the school/Trust has taken to independently
verify such claims and any supporting evidence.

e. In addition to a description of the risks they must be summarised in the risk register
section of the assessment form with their likelihood (low, medium, high), impact
(low, medium, high) and mitigations.

f.  Afinal decision on the overall risk must be taken in order to assess whether the
planned processing can be undertaken. No risk of high likelihood and high impact
can be tolerated and the conclusion of such an assessment would be that the
processing activity could not be entered into.

4. Stakeholder Involvement

a. Where appropriate the views of data subjects can be surveyed and included in the
impact assessment. This is not consent but is evidence that data subjects were
consulted and saw the processing as either acceptable or of benefit to them.

b. The advice of the Information Commissioner’s Office (ICO) can be sought where
there are unmitigated high risks in the processing but it is seen as critical to the
school/Trust’s operations.

Review
This procedure should be reviewed as a result of any changes in data protection legislation, or
annually (or as soon as practicable thereafter).

Appendix 1: BWT Data Protection Impact Assessment Form

BWT Data
Protection Impact
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Brooke Weston Trust Data Collection and Records Management
Procedure (BWT-DPPO0O4)

Overview
This document explains the procedures for data collection, storage, update, sharing, archiving and
disposal, whether that data is held in paper or electronic form.

At all times, we must ensure:
e Personal data is secure
e That the data subject has been informed what we are processing, who we are sharing the
data with and why it is being processed.
e |tis being processed in line with our processing statement.
e The data is accurate and up-to-date.
e We know If the data processing is still necessary.

Scope
This procedure applies to all personal data processed by the Trust whether held electronically or on
paper.

Definitions
Processing — any activity involving personal data including recording, storage, transfer and printing.

Personal Data — any information which alone or in conjunction with other information identifies a
living individual.

Special Category Personal Data — personal data relating to medical conditions, sexual orientation,
race or ethnic origin, trade union membership, religious beliefs, political opinions and biometric and
genetic data.

Responsibilities

Trust Data Protection Officer (DPO)
e Review and maintenance of Privacy Notices
e Audit of records management
e Review of this procedure

School Principal
e Management of school staff engaged in processing personal data
e School implementation of this procedure
e Designation of the role of Senior Administrator

School Network Manager
e Maintenance of electronic administration file structure and access rights
Security of electronic administration files including backup
Maintenance of the school Management Information System (MIS) and access rights
Security of the school MIS

School Senior Administrator
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e Maintenance of paper administration file structure and access rights

e Security of paper administration files

e Supervision of data entry onto the school MIS

e Management of paper records including storage, archiving and secure disposal

Administration Staff
e Collection of staff and student/carer personal data
e Processing of staff and student/carer personal data

Teaching Staff
e Management of paper and electronic teaching and assessment information

Method

Data Collection

Data collection usually occurs at specific points in the academic year i.e. when new students or staff
join a school. Recorded personal data can be in both paper and electronic form, often occurring as
an initial paper record which is then transferred onto the school management information system
(MIS). The key processes of data collection are the same for either medium.

Collecting staff personal data — applications for employment

1. The administration staff must provide a link to the Trust Staff Privacy Notice at the point
in the application process at which the personal data of the prospective employee is
collected. (The privacy notice for staff can be found here
https://www.brookewestontrust.org/gdpr).

2. Completed applications from prospective staff must be secured at all times and access
must be restricted to only those staff directly involved in the application process.

3. Once the application process is complete the successful candidate’s information is
transferred to the school MIS as soon as possible. Any information which is unclear
should be verified with the new employee as soon as possible.

4. All applications from unsuccessful candidates must be disposed of securely once the
successful candidate has formally accepted the position. No offer should be made to
keep applications from unsuccessful candidates on file, bit candidates can choose to
provide such information to the Trust via the “talent pool” database.

Collecting staff personal data in person
1. The administration staff provide the staff member with a copy of the Trust Staff Privacy
Notice.

2. The administration staff explain the content of the privacy notice if face-to-face or offer
further explanation if personal data is being collected remotely.

3. Anyinformation collected that is not essential to the performance of the contract of
employment, the job role or the wellbeing of the staff member (e.g. car registration
number) will be subject to the employee’s consent and should be collected only if a
freely given and informed consent has been obtained. It must be made clear to the
employee that there is no obligation to provide this information. This consent can be
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withdrawn at any time requiring the information collected under this consent to be
erased. Please refer to the Trust Consent Management Procedure (BWT-DPP02).

The administration staff collect the required personal data and secure it as soon as
possible. If possible, they should enter the collected data directly onto the school
management information system (MIS).

Collecting student personal data — admission

1.

The administration staff must include a copy of the appropriate Trust Student Privacy
Notice in student admission packs.

Completed admission forms must be secured at all times and access must be restricted
to only those staff directly involved in the admission process.

All consent obtained from parents/carers must comply with the Trust consent procedure
(BWT-DPP02). The student or parents/carers must be informed that their consent can
be withdrawn at any time by informing the school.

All information from successful applicants should be entered onto the school MIS as
soon as possible. Any information which is unclear should be verified with the relevant
parent/carer at the earliest possible opportunity.

Once the admission process is complete and all admission appeals have been heard all
data obtained from unsuccessful applicants must be disposed of securely.

Collecting student personal data in person

1.

2.

4.

The administration staff provide the student or their parents/carers with a copy of the
relevant Trust Student/Carer Privacy Notice

If student is at least 12 years of age or over the administration staff explain the content
of the privacy notice (if face-to-face) or offer further explanation if collecting pupil data
from prospective parents.

All consent obtained from parents/carers must comply with the Trust consent procedure
(BWT-DPP02). The student or parents/carers must be informed that their consent can be
withdrawn at any time by informing the school.

The administration staff collect the required personal data and secure it immediately. If
possible, they should enter the collected data directly onto the school management
information system (MIS).

Storage of Personal Data
Personal data must be accessible only to those whose job role requires it. Brooke Weston Trust
processes both ordinary and special category personal data in carrying out its responsibilities.

Paper Storage — Teaching and assessment materials containing personal data
1. School teaching staff must secure all teaching and assessment materials that contain
personal data in locked filing cabinets when not in use.

Paper Storage — General materials containing personal data
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School administration staff must secure all paper materials containing personal data in
locked filing cabinets or secured areas.

Paper Storage - Significant files

1.

Significant files are those paper files that contain either significant quantities of personal
data (about one or more individuals) or any special category data including, but not limited
to:
SEN information
Staff employment records
Student education records
Examination records, files and certificates

e. Financial records
The school administration staff must secure all significant files held on paper in an
appropriate filing system in the designated locked filing storage.

a0 oo

The school administration staff must operate a check in/out system for all significant files
(e.g. staff employment records or student paper records) using the form attached as
Appendix 1. A copy of this check in/out form must be held in each filing cabinet. Authorised
personnel removing a file indicate on the sheet which file they have removed and date and
sign the form. When the file is returned the checking-in sheet is again updated and signed.
All files containing personal data must be returned by the end of the working day.

All filing cabinets must be clearly labelled as to their contents and all keys must be
appropriately marked to indicate which cabinet they are for.

The administration office must be equipped with a key cabinet that has a combination lock.
When staff changes occur, the senior administrator changes the combination and informs
the remaining staff of the change.

At the end of the working day the administration staff check that all files checked out have
been returned and that all filing cabinets are locked and the keys to the cabinets are secured
in the key storage box.

Electronic Storage — Teaching and assessment materials containing personal data

1.

School teaching staff must secure all teaching and assessment files that contain personal
data in the appropriate folder in the teaching file share.

Whenever a file is created that refers to a single individual the following file naming
convention must be used:

<AUTHOR>-<DATA SUBJECT ID>-<CONTENT DESCRIPTOR>-<DDMMYYYY>
e.g. MRO-29131-Individual Learning Plan-05042018

The Data Subject ID should be the roll/admission number, UPN or identifier that is used on
the school Management Information System (MIS).

Electronic Storage — General materials containing personal data

1. School administration staff must secure all files containing personal data in the appropriate
folder in the designated secure administration file share.
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2. Whenever a file is created that refers to a single individual the following file naming
convention must be used:

<AUTHOR>-<DATA SUBJECT ID>-<CONTENT DESCRIPTOR>-<DDMMYYYY>
e.g. ATR-MRO-Performance Review Form-05042018

The Data Subject ID should be the roll/admission number, UPN or identifier that is used on
the school Management Information System (MIS).

Electronic Storage — Significant files
1. The school administration staff must store all electronic personal data either on the school
management information system (if appropriate) or in the appropriate folder in the
designated secure administration file share.

Update of Personal Data
Personal data must be kept accurate and up to date out of responsibility to the data subject and our
legal obligations as well as for the benefit of the school/Trust.

Day-to-day Changes

1. The integrity of records containing personal data must be maintained at all times. To enable
this school administration staff must keep a log of changes received including an identifier
for the individual whose data has changed, the date received, the date actioned and staff
identifier for the person making the change. (The change log).

2. Assoon as the school is made aware that personal information has changed the relevant
records must be updated immediately. The school administration staff log the change and
the date the notification of change was received without logging the exact data i.e. “John
Smith address change”.

Periodic Data Check

1. Once per academic year the administration staff produce a data checking sheet and
distribute it to parents/carers. The data checking sheet must contain only the minimum data
required to maintain the student records and must not contain any special category
personal data e.g. data relating to health or SEN.

2. The letter to parents/carers sent out with the checking sheet must include a reminder that if
their child has any specific medical needs or special educational needs and there has been
any change in those needs that they should contact the school when they return the form.

3. Asthe number of forms returned is often low parents/carers should be reminded via the
school and Trust websites, by social media and by any parental engagement applications to
keep the school informed of any changes in their information, especially address and mobile
phone numbers. These reminders should be issued on at least a quarterly basis.

Sharing
The sharing of personal data should only be carried out in accordance with the Trust Data Sharing
Procedure (BWT-DPPO0S).

Retention and Archiving
The Trust has adopted the Information and Record Management Society’s Toolkit for Schools as its
standard for the retention and archiving of school records.
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1. All personal data in either paper or electronic form must be retained and/or disposed of as
dictated by the guidance in the IRMS toolkit.

2. When a student or staff member leaves all data on the school MIS that is not required to be
retained according to the toolkit should be removed as soon as is reasonably practicable.
This will be an ongoing process as each data item reaches its retention limit.

3. All data retained for statistical purposes e.g. examination or assessment results, Post 16
destination data, must be anonymised (student name substituted with a sequential number
not related to the student’s roll or admission number).

Disposal

Paper Records
1. Any personal information identified by the retention process as eligible for disposal must be
have its status verified by the senior administrator before disposal is carried out to ensure
that the disposal is valid.

2. Personal information must be disposed by means of the schools confidential shredding
service and a certificate of disposal must be obtained and stored as proof of compliance.

3. Disposalis recorded in the change log.
Electronic Records

1. Any personal information identified by the retention process as eligible for disposal must be
have its status verified by the senior administrator before disposal is carried out.

2. The file and directory names of eligible personal information should be passed to the school
network manager in order that they can be omitted from the backup regime.

3. The eligible files can then be deleted and the deletion recorded in the change log.

Review

This procedure should be reviewed as a result of any changes in storage systems (paper or
electronic), changes to the school MIS or in any case at least annually (or as soon as practicable
thereafter).

Appendix 1: BWT Paper File Check In/Out Form

Brooke Weston
Trust Paper File
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Brooke Weston Trust Data Security Procedure (BWT-DPPO5)

Overview
The security of both paper and electronic records and IT services that process personal data
underpins our compliance with the General Data Protection Regulation.

Security is founded on the three principles of Confidentiality, Integrity and Availability and these
apply whether the systems are based on paper or are electronic.

Confidentiality — are systems protected from unauthorised access?
Integrity — is data protected from deletion or alteration unless by authorised personnel?
Availability — is there timely and uninterrupted access to systems and data?

This procedure addresses measures that must be followed for both paper and electronic systems to
ensure our compliance with the above principles and therefore with the GDPR.

Scope

This procedure covers all paper and electronic systems that hold data but in particular those systems
that process personal data (e.g. hold, store, transfer etc.) and/or whose availability affects the
Trust’s ability to meet its obligations to data subjects (staff, students and parents).

Responsibilities
Trust Data Protection Officer (DPO)
e Review and monitoring of this procedure

Trust IT Director
e  Work with the school network managers to produce a disaster recovery/business continuity
plan.
e Review of the Trust Data Security Procedure

School Network Manager
e User account management
e Management of access rights on all electronic file storage
e Creation of a backup plan that meets the general standards laid down in this procedure
e Management of electronic backup systems
e Management of IT systems
e Flagging where systems or processes are inadequate to meet the requirements of this
procedure

School IT Support Staff
e Assist in maintaining user accounts
e Assist in maintaining access restrictions on all electronic file storage
e Assist in maintaining electronic backups and backup media

School Senior Administrator
e Maintenance of paper administration file structure and access rights
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Security of paper administration files
Supervision of data entry onto the school MIS
Management of paper records including storage, archiving and secure disposal

School Administration Staff

Maintain the check in and out process for paper files

Method

Paper Records and Storage
Security for paper records mainly revolves around physical access and checking validity of changes or
deletions.

Confidentiality

1.

All paper files containing personal data must be secured from unauthorised access this is
best achieved by keeping them physically separated from other files in an administration
office or area out of general circulation.

Files must be secured in locked filing cabinets, clearly labelled with the nature of their
contents. Cabinet keys must be labelled to identify which cabinet they belong to.

All keys must be secured in a combination safe inside the administration office. The
combination must only be divulged to staff who have direct responsibility for the files.

If a member of administration staff leaves, the senior administrator will change the
combination to the key safe and inform the relevant staff of the new combination.

Integrity

Update of Records

The integrity of records containing personal data must be maintained at all times. To enable
this, school administration staff must verify that that any changes requested to personal
data are valid before logging and actioning the change (as per the data collection and
records management procedure (BWT-DPP04)

As electronic systems are more easily maintained than paper records, all personal data held
on paper are considered to be originating documents and the electronic records held in files
or on the school Management Information System (MIS) are considered to be the definitive
record where there are discrepancies.

Priority must therefore be given to maintenance and update of electronic records and the
update of paper files should be considered only where there is no matching electronic
record.

Disposal of Records and Data

When a record requires deletion (as a result of a valid request to cease processing or
because the record has reached its retention limit) the deletion must be approved by the
senior administrator as per the data collection and records management procedure (BWT-
DPP04) to avoid accidental deletion.

Availability

1.

The whereabouts of all paper records containing personal data must be known at all times.
All paper records containing either significant amounts of personal data or special category
personal data must be checked in and out of filing cabinets using the check -in/out sheets as
per the data collection and records management procedure (BWT-DPP04).

TPO/STA/25

Originator: ACA  Approved: Finance & Audit Committee Issue 2.0 Date: May 2018



Brooke Weston Trust

Brooke WestonTrust ¢ »

Trust Handbook: Policies and Procedures

"

IT Systems

Confidentiality

Security for electronic files is highly dependent on good management of user accounts, passwords
and files and file share permissions.

Physical Security

1.

The network manager and IT support staff must ensure that all IT hardware including
network switches, firewall devices, Internet filters, servers, printers and client devices have
an access password set to prevent unauthorised setting changes being made or additional
hardware components added.

The network manager and IT support staff must ensure that all physical infrastructure assets
are secured in locked cabinets or inside locked comms/server rooms. The keys to all cabinets
and rooms will be clearly labelled and secured in a combination safe in the IT support office.
The network manager (or designated staff in their absence) is responsible for ensuring that
cabinet keys are secured in the safe at the end of each day.

When a member of the IT support team resigns, the network manager will change the key
safe combination and inform the relevant staff of the change.

User Accounts

1.

All users of IT systems must be assigned a named user account which is unique to them. This
account is provided on the basis that the user agrees to abide by the Trust Acceptable Use
Policy.
The senior administrator must inform the network manager when it is known that a member
of staff who has been issued with a user account is leaving Trust employment. The network
manager then assigns an end date to the user account so that access to IT systems is
unavailable at the point that the staff member leaves.
The account password must conform to the following complexity standard:

a. The password must be a minimum of 8 characters long

b. It mustinclude at least one upper case letter

c. It must contain at least one lower case character

d. It must contain at least one number
The network manager must enforce password expiry such that password changes are
enforced at least every 90 days and enforce password history restrictions such that every
user must have at least three unique passwords before an old password can be reused.

File Security

1.

The network manager will ensure all electronic file storage is divided into separate areas
corresponding to job roles and levels of responsibility. These areas will be assigned to users
by means of separate file shares.

Personal data will be stored in labelled directories in a confidential area and this confidential
area will be assigned as a separate file share with restricted permissions only to those staff
with responsibilities for that data.

Within the file shares the network manager will assign specific file access rights to each
directory to further restrict access to only the appropriate users.

Where possible the network manager will enable file logging on confidential folders and
shares and monitor the access logs on a regular basis.
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Integrity
The integrity of IT systems depends on services like a clean power supply, cooling/ventilation, a
correctly planned, configured and tested backup solution and timely software updates.

Power, cooling and ventilation

1. The network manager and IT support staff will ensure that all IT systems have an adequate
and clean power supply. A clean supply will be achieved by means of surge protection or the
use of an uninterruptable power supply (UPS) unit which is capable of surge protection.

2. Wherever possible the network manager will ensure that key systems are supported by a
UPS unit adequate to provide at least 15mins of power support to those systems and
configured to automatically shut down the dependent systems before the battery expires.

3. The network manager will ensure that cooling systems are operational and regularly
serviced such that infrastructure assets remain within their operational temperature
tolerances.

Backup
1. The network manager will create and operate a backup plan that meets the following
general guidelines:
a. The backup plan identifies data and applications requiring backup and ranks them by
criticality with appropriate Recovery Point and Recovery Time objectives (RPO and
RTO)
b. The backup plan makes use of the fastest backup media possible
c. If possible, the plan incorporates the use of intermediate disk backup i.e. disk-to-
disk-to-tape
d. backups are performed out of hours wherever appropriate
data that changes daily is backed up daily
f. where possible shared folders are configured to use shadow copy as a supplement
to the backup plan
g. there is a full backup of all data at least once a week

2. The backup plan must include arrangements for the transfer of backup media to the Trust’s
offsite storage (the fire-rated cabinet at Compass Primary) at appropriate intervals.

3. Cloud backup should be used as the final destination for data in the backup plan (rather than
tape) wherever possible.

4. The network manager must ensure that backup jobs are monitored and any errors are
addressed as soon as possible.

5. The network manager must ensure that recovery capability is tested on at least monthly
intervals by recovering a random selection of files from across the monthly backup set.
These tests should be logged along with any actions arising from the test results.

Availability

The availability of IT services depends on where the service resides/is supplied from, the availability
of resource and the quality and readiness of disaster recovery/business continuity plans. Software
updates are an unavoidable part of operating IT systems and so need careful management to avoid
impact on end-users.

Strategy

1. The Trust IT Director and the school network managers will create appropriate disaster
recovery plans for each school identifying prioritised key services and their recovery
arrangements.
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The Trust IT Director will seek to make use of Cloud services where there are clear
advantages in terms of accessibility, availability, reliability and support over locally hosted
applications or services (subject to satisfactory data protection impact assessments).

To facilitate the availability of Cloud services the Trust IT Director will procure and maintain
appropriate Internet connectivity. Where possible the connectivity arrangements will
include a minimum level of backup connectivity to allow access to critical services if the main
connection is unavailable.

Where services or applications are provided locally, the Trust IT Director will seek to host
these services on virtualised hardware appropriately configured to provide spare resource
and automated failover.

Monitoring

1.

The school network manager will regularly monitor local server and application event logs to
ensure errors and warnings are swiftly addressed and school staff are alerted to any issues.
The school network manager will regularly monitor the status pages of any Cloud
applications to respond to service degradation issues and to ensure planned service outages
are impact assessed and any potential effect is communicated to school staff.

The network manager will ensure that where appropriate, infrastructure assets are
configured to raise automatic email alerts when hardware issues arise and will ensure all
infrastructure assets are regularly monitored for alert conditions.

Patching and Updates

1.

The network manager and IT support staff will maintain all applications and services at the
highest possible level of update.

All patches or updates identified as critical by software manufacturers will be applied in a
timely manner (once risk assessed) by the IT support team.

The network manager will design and operate a software update/patching schedule in line
with industry best practice and manufacturer release timetables.

Where possible updates and patches will be applied outside of normal working hours or in
vacation periods. Where this is not possible the network manager will ensure that school
staff are made aware of any availability issues and that these are planned to avoid critical
school activities e.g. exam result release dates.

The network manager will ensure that firmware updates are performed in a timely manner
(i.e. after appropriate risk assessment) on all infrastructure assets.

Antivirus and anti-malware
Virus and Malware attacks have a potential impact on the confidentiality, integrity and availability of
IT systems. Effective antivirus and anti-malware protection is essential to mitigate these risks.

1. The network manager and IT support staff will ensure that where appropriate, client devices
and server equipment is protected by antivirus software.
2. This software must be capable of automatically updating itself and forcing an update if the
end-user refuses update requests.
3. The network manager and IT support staff must ensure that the update status of any client
or server can be easily established and is regularly monitored.
4. Mobile client devices must be able to receive antivirus updates when not within the school
network e.g. on home broadband connections.
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Review
This procedure should be reviewed as a result of any changes in IT systems or paper storage
systems, or annually (or as soon as practicable thereafter).
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Brooke Weston Trust Subject Access Procedure (BWT-DPPO6)

Overview

The individuals whose personal data we process (e.g. store, record, print etc.) have a right to see
that information and be provided with electronic and/or paper copies of it. This is known as a
Subject Access Request (the individual is known as the Data Subject).

Requests for access could be for very specific information or could be for everything that we hold
about the individual.

Note:
The time limit for response to a subject access request is one month from receipt of the request.

Scope
All personal data processed by the Trust whether held electronically (files) or on paper.

Responsibilities
All Staff and School Governors
e Recognition of requests and prompt forwarding of them to the Trust DPO

Trust Data Protection Officer (DPO)
e log subject access requests
e Monitor and advise on response to access requests
e Liaison with the Information Commissioner’s Office where necessary

School Network Manager
e Coordination of support activity relating to access requests e.g. assisting with the
location/recovery of electronic files

School Senior Administrator
e Coordinate the collation of subject data
e Supervise the verification of data subject identity
e Formal response to subject access requests

School Administration Staff
e Verification of the identity of data subjects
e Assisting in the collation of subject data

Method

1. Identify — In order to be valid, Subject Access Requests (SARs) must be made in writing
(electronic or paper) by the data subject or a third party they have authorised to act on their
behalf. SARs do not have to mention the General Data Protection Regulation or make any
mention of data protection law to be valid, they simply have to request personal information
about the individual concerned.

The request can be sent to anyone associated with the school or Trust so all staff will be
trained in recognising subject access requests and in this procedure.
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2. Inform — Any member of staff receiving a subject access request must forward it to the data
protection officer immediately. If received in letter form the request should be scanned and
emailed to the DPO.

On receipt of the request the DPO will log receipt, recording the time and date of receipt.
The DPO will then ask the school administration staff to contact the data subject to formally
acknowledge receipt of the subject access request.

3. Verify — Before a response can be made the school administration staff must verify the
identity of the requestor. For example, If the request is in the form of a letter from the data
subject, then the address on the letter can be cross checked with student or staff records. A
second form of verification should be made by asking the requestor for certain pieces of
information held on record (at least two) e.g. date of birth and mobile phone number.

Student requests

Students are considered to be legally competent to exercise their subject access rights if
they are able to understand in broad terms what it means to make a subject access request
and how to interpret the information they receive as a result of doing so. A reasonable
approach is to assume that children who are at least 12 years of age are legally competent
unless the school has good reason to believe otherwise.

There may be situations where the nature of the material requested means that the school
would have reservations about releasing it to the student. In these situations, advice must
be sought from the Trust’s legal advice provider.

Requests made by third parties

If the request is made through a third party then contact should be made with the data
subject concerned by means of contact details held on record in order to confirm that they
have engaged the third party to act on their behalf.

If the request is made by a student’s parent or carer on behalf of the student and that
student is at least 12 years of age (i.e. at least Year 8) then their authorisation must be
obtained before any information can be released.

Once the data subject’s identity is verified the DPO must be informed immediately that the
request is valid.

4. Refine — If the request is very general e.g. “everything you hold about me” the data to be
collated will be very large. The school administration staff should contact the data subject in
writing and request that they help refine the request by asking if there is something specific
that the data subject is interested in. This request must be copied to the DPO.

Note:
If the data subject will not refine the request then all personal data held about them must
be collated.

5. Confirm — The school administration staff will confirm whether or not the school holds the
personal information requested. If no personal data is held (e.g. the data has been disposed
of in line with retention guidelines) the DPO must be informed immediately.
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The DPO will then log this and advise the senior administrator to respond to the data subject
informing them that the school does not hold personal data about them.

6. Collate — Coordinated by the senior administrator, advised by the DPO and assisted by the
school network manager, the school administration staff will collate the requested data.
If the collated information includes the personal data of another unrelated data subject that
part of the information must be redacted. If this is not possible the information must be
reformatted such that it does not contain the personal data of other data subjects.

7. Review - Once the information is collated the DPO should be contacted to review the
collated information. The DPO will check that the collated information corresponds correctly
to the subject access request.

8. Respond — Once satisfied that the correct personal data has been collated, the DPO will
advise the senior administrator to formally respond to the data subject.

Method of Response
a. The data subject can be invited to collect their personal information in person,
bringing with them two forms of identification that contain their address.

b. The information can be transferred to them using an encrypted email/file transfer
service like “Egress”.

c. If neither of the above means is possible the information can be posted to them by
recorded delivery. If this is done the senior administrator should store the delivery
certificate with the subject access request.

Once the response has been made the DPO should be contacted so that the request log can
be updated and closed.

Review
This procedure will be reviewed and amended as necessary in the light of a failed subject access
response or reviewed at least annually (or as soon as practicable thereafter).
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Brooke Weston Trust Information Audit Procedure (BWT-DPPQO7)

Overview
All processing of personal data by the Trust and its schools must be accounted for. This is achieved
by means of an information audit.

Scope
All Trust schools and the Trust central office.

Responsibilities
Trust Data Protection Officer (DPO)
e Review and monitoring of this procedure

Trust IT Director
e Assist school staff with information audits and advise when a data protection impact
assessment is required
e Assist school staff with data protection impact assessments
e Assist the Trust DPO in the monitoring and review of this procedure
e Conduct an information audit for the Trust Central Office

School Principal
e Responsible for assigning the role of Senior administrator
e Ensuring that information audits are carried out
e Ensuring that new systems or methods of processing are included in the audit and where
required a data protection impact assessment is carried out.

School Network Manager and School Senior Administrator
e Work together to conduct information audits on systems processing personal data

Method
Initial Information Register

1. The responsible staff must create a register of information flows into and out of the school
(or central office). All sources of personal data coming into or being transferred out of
electronic or paper systems must be recorded in the BWT Data Processing Register (attached
as Appendix 1). It may help to draw a diagram of data flows into and out of the school as a
first step.

2. The register must be filled in with the school name (or central office), date of
creation/modification and the names of the staff conducting the initial audit.

3. Inward and outward flows must be recorded on the relevant tab of the register including the
data item, the source and destination of the data, the method of data transfer and the
location of the destination system. More information can be added to the notes column of
the register to clarify the information flow or process.

4. Once the register has been created a copy must be sent to the Trust IT Director so that it can
be reviewed to identify processes or transfers that require a data protection impact
assessment. These will be recorded in the register.

5. Where necessary the Trust IT Director will carry out a data protection impact assessment
according to the BWT Data Protection Impact Assessment Procedure (BWT-DPP03) and
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record the reference for the assessment in the register against the process/information flow
concerned.

6. If the outcome of the impact assessment is of concern the Trust IT Director will act in
accordance with procedure and may suspend the processing operation.

Updates to the Register
1. Once the initial register is complete it must be updated whenever a new information
flow/process is introduced.
2. Inthis case the data protection impact assessment will have already taken place to authorise
the new information flow/process and the reference for the assessment must be entered
into the register.

Review
This procedure should be reviewed as a result of any changes in data protection legislation, or
annually (or as soon as practicable thereafter).

Appendix 1 BWT Data Processing Register

BWT Data
Processing

TPO/STA/25 Originator: ACA  Approved: Finance & Audit Committee Issue 2.0 Date: May 2018



Brooke Weston Trust Brooke WestonTrust - ¢ »

Trust Handbook: Policies and Procedures | 4

Brooke Weston Trust Data Sharing Procedure (BWT-DPPQOS8)

Overview
The sharing and transfer of personal data presents a potential risk to the rights of data subjects and
therefore:
i It should not be undertaken unless absolutely necessary
ii. It should only be undertaken by approved methods
iii.  Only the minimum data required must be shared or transferred

Scope
All personal data that is shared whether internally or with external parties.

Responsibilities
Trust Data Protection Officer (DPO)
e Review and monitoring of this procedure

Trust IT Director
e Assessment and review of data sharing methods
e Work with the DPO to review and monitor this procedure

School Principal
e Responsible for assigning the role of Senior Administrator
e Enforce good data sharing practice

School Network Manager and School Senior Administrator
e Monitor data sharing arrangements and report issues and procedure violations

Method
1. General Principles
Before any personal data is transferred the following checklist must be considered:

a. Isthe data sharing/transfer absolutely necessary? If not then no sharing/transfer
should be made.

b. Isthe recipient authorised to receive/view the data being transferred? If not the
sharing or transfer should be deferred until an appropriate recipient can be
identified.

c. Isthe data to be transferred the minimum required for the purpose? If not, then the
data should be reformatted to include only the necessary data types/items.

2. Sharing/Transfer
Assuming that the answer to all of the above questions is yes, the following methods should
be used for the transfer of the personal data depending on the type of sharing/transfer.
Where options are given, in all cases the first option listed is the preferred option and
should be the option used if possible.

2.1 Internal Transfer
When personal information needs to be shared with more than one staff member at a time
within the same school:
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Electronic Sharing/Transfer
Option 1. — The personal data files are placed in an appropriate administration file share and
their location is communicated to staff via email.

Option 2. — The personal data is shared by means of an encrypted memory stick or USB drive
that has a complex password (minimum of 8 characters in length, at least one capital letter,
at least one symbol and at least one number). N.B this method will result in copies of the
data which must be appropriately secured and managed so it should only be used as a last
resort.

Paper Sharing/Transfer

Internally, personal information should be shared by means of individually numbered copies
of the information assigned to specific staff members and recorded in a list by the issuer.
The issuer is responsible for recovering all copies of the data and disposing of them
appropriately.

2.2 External Transfer
When personal data needs to be shared with an external third party:

Electronic Sharing/Transfer

Option 1. — The sharing/transfer is achieved by means of the approved and impact assessed
transfer method provided by the recipient. The Trust IT Director can advise on the
appropriate method.

Option 2. — The sharing/transfer is achieved by means of an encrypted email service e.g.
Egress

Paper Sharing/Transfer
Option 1. — Delivery by hand to the intended recipient.

Option 2. - The only other viable option for sharing personal data in paper format with an

external third party is by Royal Mail Special delivery or by means of a courier service that

offers a “track and trace” service, where a recipient signature is recorded and:

a. The personal data is packaged robustly to avoid damage in transit

b. The package is addressed to an appropriate named individual at the external third party

c. The package is clearly marked “Private and Confidential”

d. The sender name and address are recorded on the package to allow it to be returned if it
cannot be delivered

2.3 School-to-School Transfer (between Trust schools)
When personal data needs to be shared between Trust schools:

Electronic Sharing/Transfer

Option 1. —The personal data files are uploaded to one of the Trust’s online file sharing and
collaboration services (Box or Microsoft OneDrive) and shared with the intended recipients.
An appropriate access expiry date must be set (based on how long access to the information
is required) and access must be set appropriately e.g. to read-only not download.
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Option 2. — The sharing/transfer is achieved by means of an encrypted email service e.g.
Egress

Option 3. — The personal data is shared by means of an encrypted memory stick or USB drive
that has a complex password (minimum of 8 characters in length, at least one capital letter,
at least one symbol and at least one number). N.B this method will result in copies of the
data which must be appropriately secured and managed so it should only be used as a last
resort.

Paper Sharing/Transfer
The only viable option in this case is by hand delivery to the intended recipient.

Review
This procedure should be reviewed as a result of any changes in data protection legislation, or
annually (or as soon as practicable thereafter).

TPO/STA/25

Originator: ACA  Approved: Finance & Audit Committee Issue 2.0 Date: May 2018



Brooke Weston Trust Brooke WestonTrust - ¢ »

Trust Handbook: Policies and Procedures (]

Brooke Weston Trust Clear Desk Procedure (BWT-DPPQ9)

Overview

A clear desk procedure is an important tool to prevent unauthorised access to confidential and
personal data in staff work areas. The procedure also serves an important role in raising staff
awareness of the need to protect sensitive and personal data.

Scope
All confidential, sensitive or personal data and electronic information resources in staff work areas.

Responsibilities
Trust Data Protection Officer (DPO)
e Review and monitoring of this procedure

Trust IT Director
e Assist the Trust DPO in the monitoring and review of this procedure

All Trust Staff
e Awareness and compliance with the procedure

Method

1. All Trust staff must ensure that all confidential or personal information in electronic or paper
form is secure in their work area at the end of the day and when they are away for more
than a short period.

2. Desktop and laptop computers must be locked or shutdown when the work area is
unoccupied.

3. Any personal or confidential information must be removed from the desk and locked in a
draw when the desk is unoccupied and at the end of the working day.

4. Filing cabinets containing confidential or personal data must be kept closed and locked
when not in use or when not attended.

5. Keys for filing cabinets must be secured at all times.

6. Laptops and portable storage devices must be locked with a locking cable or locked away in
a draw if they are being left in the work area.

7. No passwords are to be written down and stored anywhere in staff work areas.

8. All whiteboards containing confidential or personal data must be erased.

9. Printouts containing confidential or personal data must be removed from the printer
immediately.

Review
This procedure should be reviewed as a result of any changes in data protection legislation, or
annually (or as soon as practicable thereafter).
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